Partisan Entities Given Access to Backend of
Pennsylvania Online Voter Registration System
Part I
Verity Vote
Contents
1 Introduction — Online Voter Registration

1

2 Secretary of State Cortes Grants Unprecedented Access
2.1 Online Voter Registration Launch . . . . . . . . . . .
2.2 Origins of the Application Program Interface (API) .
2.3 Rationale for the API . . . . . . . . . . . . . . . . . . .
2.4 API Misrepresented . . . . . . . . . . . . . . . . . . . .

.
.
.
.

2
2
3
3
4

3 SURE Backend Exposed
3.1 Department of State Failed to Disclose Clinton Campaign Access . . . . . . .
3.2 Hillary Clinton Campaign Given “Backend” Access to SURE . . . . . . . . . . .
3.3 Auditor General Review of SURE — DoS Refused Access . . . . . . . . . . . . .

5
5
6
6

4 Power to Request Ballots
4.1 Government Database Security Risks . . . . . . . . . . . . . . . . . . . . . . . . .
4.2 Voter Registration without Identification . . . . . . . . . . . . . . . . . . . . . . .

7
7
8

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

.
.
.
.

5 Third-Party Bias
5.1 Partner Organization Access . . . . . . . . . . . . . . . . . . .
5.2 Pennsylvania Voice Partnered with Rock the Vote and OSET
5.3 State Voices Network — Policies . . . . . . . . . . . . . . . . .
5.4 Rock the Vote PA Registration App in Google Play Store . .
5.5 Rock the Vote — GitHub . . . . . . . . . . . . . . . . . . . . .

1

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

.
.
.
.

.
.
.
.
.

8
. 8
. 9
. 11
. 12
. 13

Introduction — Online Voter Registration

The Pennsylvania legislature established the Statewide Uniform Register of Electors, known
as the SURE System, to consolidate all voter records in the Commonwealth (PA Election
Code 25 Pa. C.S. § 1222). The state permits commissions (county election officials) to add,
modify, view, or delete SURE records for their own county. It permits the Department of
State to access registration records and to review and search the records of all registered
electors in the Commonwealth. The statute does not permit third party access to the SURE
system.

1

Pennsylvania is one of only four states that allow third party entities some type of access
to voter registration systems via an API. Pennsylvania reportedly has the most liberal permissions. Most states and most countries prohibit access to sensitive election data but in
Pennsylvania, third party organizations (posting entities) are not only given access to the
SURE system, but they also have the ability to grant access to other “partner organizations”.
When the PA Auditor General attempted to evaluate the IT security and controls of the
SURE system, the Department of State denied access to the auditors. Further, the Auditor
General report shows no evidence that the DoS disclosed the WebAPI as a method of
voter registration to the auditors. The Auditor General’s Report did not even mention Web
API in the 192-page report.
After numerous Right to Know requests, the DoS finally provided some information about
the specific entities that have access to the SURE system via the WebAPI. However, the Department of State failed to disclose that the Hillary Clinton Campaign was granted access
to the backend of the SURE system and was one of two original Posting Entities. Records
show that the development of the Clinton voter registration app, which utilized the API,
was funded by the Democratic National Committee. The response from the Department
of State confirmed that Rock the Vote, a partisan, anti-President Trump organization was
chosen by the Democrat Secretary of the Commonwealth to collaborate with the department on development of the project. The DoS concealment of the Posting Entity is likely a
violation of 65 P.S. § 67.301 which requires a Commonwealth agency to provide complete
records in response to a RTK request. Here, the agency granted the request but withheld
important information.
The history of the WebAPI is described below. Pennsylvania voters deserve to know which
organizations actually have access to their data and how that unnecessary access could
impact election integrity in the Commonwealth. The SURE system is being updated through
a $10 million contract with BPro. This presents an ideal opportunity to eliminate third-party
access to the Pennsylvania voter registration system.

2

Secretary of State Cortes Grants Unprecedented Access

2.1

Online Voter Registration Launch

In August 2015, The Department of State (DOS) launched an online voter registration (OVR)
website at http://www.pavoterservices.pa.gov. Use of the OVR grew rapidly and by the
end of September 2016, it was reported to have over 660,000 users. Approximately 60 percent of the online users were new registrations, 40 percent involved change-of-addresses
or other updates to the record. The Secretary of State described it as “fantastic!”
Any organization could use the PA website as part of their voter registration drives and
include a link to the PA website on their websites. This allowed organizations to facilitate
registrations without the need to print paper registrations. Many organizations were using
the official state website with success. The voters’ information was secured, and the SURE
System was only accessible by designated state and county representatives. There was
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no discernible need to expand access and authority to third parties beyond the OVR.

2.2

Origins of the Application Program Interface (API)

State Voices Network, working through Pennsylvania Voice (on behalf of Rock the Vote),
claims to be the organization that lobbied the Pennsylvania Department of State to allow
third-party access to the SURE system via an API. API is an acronym for Application Programming Interface, which is software that allows two applications to talk to each other.
The program was initiated in 2016, during the Tom Wolf Administration while Pedro Cortes
was Secretary of the Commonwealth. There was no legal authority to grant third party
access to the SURE system. This access is not available to PA State Senators or Representatives nor is it available to the general public.
Prior to the 2016 Election, Rep. Daryl Metcalfe, Chairman of the State Government Committee, invited Secretary Pedro Cortes to testify1
”about elections in Pennsylvania and the process and, most importantly, the
integrity of the process to ensure that every legally cast vote is counted and
that no legally cast vote is undermined in the process.”
During that testimony, Secretary Cortes described the Web API in the following way,
“The best way to describe it is Amazon. When you go and shop on Amazon, if
you do that, you look at a page that looks like Amazon but there’s thousands
of vendors behind it. So you think that you’re ordering through Amazon but
you actually order with a vendor. But it has one consistent look for the Amazon
brand. And then in the end it’s captured by us.”
The Amazon analogy does not fully reflect the access and authority given to the third
party organizations through the Web API. Secretary Cortes testified that the “option” had
been offered to multiple organizations and campaigns but was only being used by Rock
the Vote and Hillary Clinton’s Campaign as of October 4, 2016.

2.3

Rationale for the API

The development of an API, begs the question of why such an interface was needed versus a simple link to the Pennsylvania website. What benefit was derived by channeling
sensitive voter information through a third-party application?
Pennsylvania Voice, on behalf of State Voices, indicated that they lobbied the PA Department of State to create the Web API for OVR and to include enhancement to state
systems and eliminate the need to mail paper signature cards. They published a report in
September 2017 which celebrates their efforts (Fig. 1)2 .
“Pennsylvania currently has the best online voter registration system in the country for third-party integration. This guide will explain the improvements we won
and show you how to advocate for those improvements in your state.”

VERITY VOTE

3

They identified ”three commonalities across states that prevented voter registration field
practitioners from moving off paper”:
• Data Collection: Field practitioners need to capture non-sensitive information from the voter registration application that does not require double
entry or filling out two separate forms.
• Connectivity: People identified connectivity issues that could lead to loss
of applications. Systems have to work without internet access.
• Signature: There has to be a way for people without state-issued IDs to
provide a signature.
To solve these issues and be able to recommend to our partners that they use
online voter registration in the field, we needed the state to make technical
enhancements to its online voter registration system, and the field practitioners
needed software that could address the three issues listed above.”
But these claims fall short of compelling relevance reality on the ground:
• Data Collection: This is not a benefit to the state. It is a convenience for the organization.
• Connectivity: There are very few places in the Commonwealth of Pennsylvania that
do not have internet access. Mobile phones, tablets, etc. are connected in nearly
all areas.
• Signature: This existed prior to the API through other means.

When the Department of State agreed to make the changes and allow the interface,
Rock the Vote and OSET worked directly with the PA Department of State. The PA Department of State made changes to the SURE system to allow the interface at the request of
partisan organizations. If there was any oversight, or effort expended by the Department
of State, then additional taxpayer monies were used to deploy the API.

2.4

Secretary Cortes Later Misrepresented the API to the PA Legislature

Despite the fact that the PA Department of State had successfully launched a publicfacing online voter registration at the official PA.gov website, these organizations lobbied
for an API to allow direct access. It does not appear that this was made clear to members
of the Legislature. Below is an excerpt from Secretary Cortes’ 2016 testimony in which he
fails to make the distinction between link to the PA.gov voter registration website and the
use of the API.

REPRESENTATIVE KNOWLES: Help me understand it because I’m not the sharpest
tool in the shed when it comes to computers. So help me understand it. Is it that
you go on to their site and there is then a link? Is that how it works?
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Figure 1: State Voices initiated the API then selected Rock the Vote and OSET to carry out
its development.
SECRETARY CORTES: Yes. So you go to their site and there are many organizations that have voter registration sites, you know, or some of them will just do the
drive in person. But here their site basically says do you want to register? You
know, and it will tell you the requirements to register, the citizenship, the age,
and the like. And then when you click into that application to fill in an application that appears, that’s the part of the organization has to do. You’re filling out
an application and providing the basic information that appears that you’re
actually giving the information to that organization. You’re really giving it to the
Department of State, to the OVR because it goes through our system.
Secretary Cortes’ reply is, at minimum, misleading. Representative Knowles asks, “Is it that
you go on to their site and there is then a link?” Secretary Cortes replies, “yes,” implying
that it is simply a link to the pavoterservices.pa.gov website, a passive connector to a
public-facing government webpage. However, use of the API is quite different from a
website link. The API is an interface through which an external web application can both
view and submit voter registration data.

3

SURE Backend Exposed to Facilitate Third-Party Access

3.1

Department of State Failed to Disclose Clinton Campaign Access

Three formal Right to Know Requests were submitted to the PA Department of State to obtain a full list of all organizations who had been granted access to the SURE system API as a
Posting Entity or as a Partner Organization. The request was for a complete list of all organizations that requested and were granted access to the WebAPI from the time that the
DoS created the initiative to the present. After months of delays, the DoS provided a list of
Posting Entities but the Hillary Clinton Campaign and the Democratic National Committee
did not appear on the list. This begs the question, why would the DoS conceal records of
access that was granted to a political campaign? This is even more alarming because a
Clinton Campaign staff member admitted that the Campaign was given access to the
backend of the system to work on the development of the API specifications.
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3.2

Hillary Clinton Campaign Given “Backend” Access to SURE

The Lead Product Designer for Hillary for America was Alessandra Mosenifar. She disclosed
that, while working for the Clinton campaign, they were given access to the PA voter registration system “backend” and “developed the first third party end to end voter registration
tool” which became iwillvote.com3 . She emphasizes the extraordinary access given to the
Clinton Campaign to develop the interface though the backend of the Commonwealth’s
database.
”Pennsylvania and Virginia are two states that are unique because you’re able
to complete the end to end process on their government website. We were
given access to their backend and developed the first third party end to end
voter registration tool for those two states.”
The iwillvote.com app was apparently transitioned to the Democratic National Committee
after the Clinton Campaign completed their campaign activities (Fig. 2).

Figure 2: Screenshot showing that iwillvote.com is paid for by the Democratic National
Committee.

3.3

Auditor General Review of SURE — DoS Refused Access

In December 2019, the Pennsylvania Auditor General attempted to conduct a performance audit of the Statewide Uniform Registry of Electors (SURE) System. Despite an interagency agreement, Boockvar’s department refused to provide documentation related
to IT controls and SURE system interfaces. This prevented the Auditor General from evaluating the security of the Pennsylvania’s voter registration system.
The Performance Audit Report4 shows that Kathy Boockvar denied the PA Auditor General
access to critical information. Specifically, the report (Fig. 3) states:
“DoS refused to provide us access to significant key documents related to the
security and information technology (IT) controls, and operation of the SURE
system. As a result, we were unable to satisfy our audit objective to review the
security protocols of the SURE system and conduct our audit in accordance
with applicable Government Auditing Standards.”
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Figure 3: The DoS refused to provide access needed to audit the SURE system.
The excerpt from the Auditor General’s report (Fig. 4) seems to indicate that the DoS also
withheld information from the auditors regarding the applications submitted through third
party entities via the WebAPI. There is no mention of the third-party access in the entire
192-page report.

Figure 4: The Auditor General’s report lists approved methods; 3rd-party access is not included.

4

Boockvar Expands API Powers to Request Ballots

4.1

Government Database Security Risks

Allowing third party access to SURE data creates an unnecessary potential risk for all PA
voters and the security of the official voter record in the Commonwealth. Boockvar, without the authority to do so, expanded the power of the third-party entities by granting them
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the ability to request no-excuse mail ballots on behalf of others. Based on the available
documents, below are just a few of the areas of concern with the specifics of the API:
• Write Access (POST) – Via the API, large quantities of voter registrations are enqueued
for each county to approve either individually or in bulk. This places a tremendous
burden on the counties to vet each registration.
• Use of Batch Mode – interactive mode involves risk to one record at a time but batch
mode scales this risk to more records at a time.
• Signature Image Retention – giving third party entities authority to capture and store
signature images creates potential exposure and security issues.
• Authority to Request Mail In Ballots – In February 2020, this authority was added to the
API that was originally developed for voter registration (Fig. 5).
Partisan preferential access to a state’s voter registration system could create an unfair
political advantage.

Figure 5: Authority added to allow request of mail in ballots from third-party applications.

4.2

Voter Registration without Identification

A Right-to-Know request was submitted to the Department of State for records of voters
who registered to vote using the WebAPI but who did not provide proof of identification.
When registering to vote in PA without proof of identification, an individual must affirm, under penalty of perjury, that they do not have a driver’s license or state issued identification
and that they do not have a social security number. In Pennsylvania, perjury is punishable
by a term of imprisonment up to seven years, or a fine of up to $15,000, or both. According
to the records provided by the Department of State, nearly 1400 such registrations submitted by these posting entities have been approved. Verity Vote continues to investigate
these registrations to determine if the affirmations were truthful.

5

Review of Third-Party Organizations Reveals Political Bias

5.1

Partner Organization Access

The OVR Web API Terms of Use allow the Posting Entity (organizations with access to SURE
via the Web API) to provide access to “Partner Organizations” to use its Application and
the PA OVR Web API. The only requirements are that the Posting Entity identifies each Partner Organization by a unique partner ID for identification and the partner organization
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must identify the Posting Entity as the vehicle for access. For Example, in 2016, Rock the
Vote and the Clinton Campaign had authority to provide access to any other partner
organizations. It would be useful to know which partner organizations were provided access and how it was used. In response to numerous RTK requests, the Department of State
released a list of posting entities and partner organizations. That list, which the evidence
shows is incomplete, includes 87 organizations and nearly all of them are far left of center.
See List attached as Fig. 17.

5.2

Pennsylvania Voice Partnered with Rock the Vote and OSET

Despite the fact that Rock the Vote claims to be non-partisan and enjoys 501(c)3 status,
it is widely know and accepted that they are highly partisan. In fact, in August 2020, Rock
the Vote sued President Trump in US District Court.
In May 2020, President Trump signed an Executive Order on Preventing Online Censorship.
This order expressed a commitment to free and open debate on the internet. It said in
part, ”Online platforms are engaging in selective censorship that is harming our national
discourse.”5 Rock the Vote brought a lawsuit (Fig. 6) to challenge this Executive Order.
Rock the Vote took the unusual position of advocating for censorship. The Executive Order in question had stated policy goals of ”promoting unbiased content management on
the internet” but Rock the Vote and the other plaintiffs argued that social media platforms
should be allowed to censor voices of those people with whom they disagree.

Figure 6: Rock the Vote sued President Trump over Executive Order.
The judge dismissed the case and stated that the plaintiffs failed to establish that they had
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a valid claim. The judge wrote, ”the posture of this case is unusual – plaintiffs do not allege
that the Executive Order directly regulates them or their First Amendment rights or that
they themselves are the targets of retaliation. Instead, they allege that online platforms
are engaged in constitutionally protected speech by curating and moderating content
online.”
Just prior to the 2020 General Election, on November 1st, 2020, in an interview with Forbes
magazine, Jeff Ayeroff, founder of Rock the Vote said, “It was easier for us to get kids to
vote because we went from a dialogue to a certain extent inventing the idea of a youth
vote, of having a significant ability to win a certain election. He went on to say that “I
think creative people are not part of a constituency comfortable with Trump as a president, let’s put it that way.”6 .
Rock the Vote’s dislike for the Republican policies and politicians has long been evident
in the content of their sponsored events and social media posts (Fig. 7).

Figure 7: Rock the Vote tweet criticizing President Trump
OSET also claims to be non-partisan and enjoys 501(c)3 status, a review of their Twitter account clearly shows otherwise (Fig. 8). OSET Institute is a partisan supporter of Democrat
candidates, policies and talking points (Fig. 9).

Figure 8: OSET retweet of Eddie Perez criticizing President Trump.
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Figure 9: TrustTheVote retweet of OSET insulting President Trump.
These organizations published statements in opposition of President Trump. They had access to the voter registration system, not just to utilize the API but to develop the API.The
IRS rules regarding 501(c)(3) tax-exempt entities clearly prohibit statements in support or
opposition to political candidates:
”An organization will not qualify for tax exemption under IRC 501(c)(3) unless it
”does not participate in, or intervene in (including the publishing or distributing
of statements), any political campaign on behalf of (or in opposition to) any
candidate for public office.”

5.3

State Voices Network — Policies

Even a cursory review of the Pennsylvania Voice website7 and online activities reveal partisan positions (Fig. 10, 11, 12 & 13).

Figure 10: Screenshot showing that State Voices also claims to be non partisan.

Figure 11: Screenshot showing samples of State Voices positions on policies including defunding the police.
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Figure 12: Post by State Voices demonstrating their advocacy for far-left policies.

Figure 13: Post by State Voices demonstrating their advocacy for far-left policies.

5.4

Rock the Vote PA Registration App in Google Play Store

The PA Voter Registration App is available for download from the Google Play store. The
app description states, “Pennsylvania Voice worked with Rock the Vote and OSET’s TrustTheVote Project to build this app that feeds registrations directly into the innovative PA
online voter registration system, developed by the Pennsylvania Department of State.”
The app not only feeds registrations directly into the voter registration system but gives
Rock the Vote a way to contact the voter and influence their vote.
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Figure 14: PA Voter Registration app created by Rock the Vote.

Figure 15: PA Voter Registration app disclaimer.

5.5

Rock the Vote — GitHub

Rock the Vote shares code on GitHub, the cloud-based code repository service. A small
sample of the code is shown below. This appears to show that the API is being used to
create reports from the SURE system in PA as well as the systems in VA and MI. https://gith
ub.com/rock-the-vote ■

Figure 16: Small excerpt from the Rock the Vote GitHub page showing multi-state reporting
capabilities.
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Received from PA DoS from RTK Request

Organization Name

Organization Name

1 Vote Counts
AAPD
Accelerate Change
ACLU of Pennsylvania
Acronym
AFL-CIO
Alliance for Climate Action
Alliance for Climate Education
Andrew Goodman Foundation
APIA Vote
Asian Americans United
Bhutanese Community Association of Pittsburgh
Cair-Philadelphia
CASA
Casa San Jose
Church World Service - Lancaster
City of Philadelphia
Color of Change
DoSomething.Org
EighteenX18
Everytown for Gun Safety
For Acclaim Systems Testing
For Our Future PA
Future Coalition
Headcount
Hip Hop Caucus
KACP Philadelphia
League of Women Voters
Make the Road PA
March for Our Lives
March for Science
Media Mobilizing Project
Momrising
Montgomery County, PA
Movement for Black Lives
Movement of Immigrant Leaders in Pennsylvania
Moveon
NAACP
National Voter Registration Day
New Ground Strategies
New Voices Pittsburgh
Nexgen America
Norml
NRDC

One Pennsylvania
PA Stands Up
PennFuture
Pennsylvania Health Access Network
Pennsylvania Immigration and Citizenship Coalition
Pennsylvania Voice
Peter Damon Group, LLC.
Philadelphia Chinatown Development Corporation
Pittsburgh United
Planned Parenthood PA Advocates
Power
Project Home
Pulso
Pushblack
Pushblack Finance
Revolution English
Rising Sons
Rock the Vote
SEAMAAC
Stand Up America
Student PIRGS
Sunrise Movement
Supermajority Education Fund
Swingleft
TheSkimm
Tom Wolf Governor
Trigger the Vote
Twitter
Unidosus
United Neighborhood Centers of Northeastern PA
Upstart Arts
Veeem Pittsburgh
Vietlead
Vision 2020
Voter Participation Center
Votolatino
West End Power
When We All Vote
Women's March
Women's March Alliance
Youth United for Change
YWCA USA
Zumiez

Figure 17: List of API Affiliates.
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