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The Best Data that Money Can’t Buy 
Student Data for Partisan Political Advantages 

 

Verity Vote 
 

 

Summary 

Political campaigns strive for the most accurate and up-to-date lists of voters and of 

potentially eligible but unregistered voters (EBU). The largest tranche of potentially eligible 

new voters supportive of Democrat candidates is young people, and the most 

comprehensive database of young people resides in the federally protected records of 

high schools and universities.  

College and university administrators have, for more than a decade, authorized the 

disclosure of this sensitive and highly valuable private data of students to a Democrat-

exclusive voter data company.   Whether done knowingly or unwittingly, the practice 

raises significant concerns about violations of the Family Educational Rights and Privacy 

Act (FERPA), the federal statute that safeguards the privacy of student data and 

educational records.  The National Student Clearinghouse (NSC), a relatively unknown 

non-profit, has positioned itself to obtain this protected student data from over 97% of all 

universities and over 70% of all high schools in the United States.  

In response to an Obama administration call to action in 2012, Tuft’s Institute for 

Democracy in Higher Education (IDHE) formed a partnership with the NSC "to measure 

the voting and registration rates” of students. The IDHE mission is to "focus explicitly on 'all 

things political' on college and university campuses." 

Politically active non-profits funded by Democrat donors have been encouraging 

university officials to sign an agreement allowing National Student Clearinghouse to 

circumvent the FERPA protections and share students’ private data with IDHE and an 

unnamed “third party vendor” in order to increase registration and election turnout of 

students.  The third party vendor of choice from inception until recently has been Catalist, 

the Democrat’s exclusive voter data provider. Tufts maintains a relationship with Catalist 

but also has an agreement with L2 Political for analysis of the NSC data.   

Catalist ingested the data from the NSC, merged it with the existing records in Catalist 

and provided a report on the matched data and the “records uploaded by the client 

that did not match the existing Catalist database.”  The “did not match” records are 

some of the most valuable of all EBUs because they were previously invisible to political 

data aggregators.   

Participation in the IDHE study, called The National Study of Learning, Voting, and 

Engagement (NSLVE), is imposed under plans set in motion by Civic Nation. Their contest-

style get-out-the-vote campaigns on college campuses include awards for effective 

action plans and achievement of particular voter participation rates. Action plans must 

include campus participation in the NSLVE. 
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The identity of the "third party vendor" used for the NSLVE is not disclosed to university 

officials on the NSLVE authorization form.  Nor is the political mission of that vendor 

revealed when university officials are encouraged to authorize NSC to share the data 

under the “studies exception” of FERPA.   University officials may have been duped into 

authorizing disclosure of highly sensitive private student data to a partisan private 

corporation that works exclusively with Democrats and progressives under the guise of a 

dubious “study exception” to FERPA’s prohibitions against sharing of the data. 
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Youth & Student Voting 

Within the last decade, the youth vote has emerged as a significant determinant in 

elections. Youth turnout has been increasing1 and their support for Democrats is also 

growing. In 2022, youth vote gave a +28% margin to Democrats.2 There are many factors 

that contribute to the disparity, but records show that Democrats could be gaining a 

systemic advantage through access to the best student data that money can’t buy. 

Value of Data for Campaigns 

The Obama campaign apparatus was renowned for its sophisticated use of voter and 

potential voter data, analytics, and microtargeting. Obama’s campaign manager, 

David Plouffe, said that the only way Democrats can win is by having superior lists of 

potential voters. “The perfect list is the aspiration of all political campaigns … We must 

…ensure that our lists are as close to perfect as possible … This is the only way we can 

win.”3 

Plouffe’s comments support the notion that elections are won by identifying the right 

people to target for registration efforts and the right people to target for get out the vote 

(GOTV) and ballot chasing efforts. Statistics show that nearly 80% of newly registered 

voters will vote in the election cycle during which they register. With up-to-date, highly 

reliable lists of voters and potential voters, campaigns and organizations need not waste 

time or money on voters who have a low likelihood of supporting their candidates or a 

low likelihood of turning out to vote. This enhanced method of targeting leads to more 

efficient and cost effective registration and GOTV programs.  

Catalist – Democrat and Progressive Asset  

Microtargeting is only as good as the voter data files that inform it. A complete, accurate 

and timely file that is “as close to perfect as possible” can be the most valuable asset for 

a candidate or political party.  George Soros likely knew that value when he founded 

Catalist LLC in 2005.  Catalist is the longest running political data aggregator and their 

resources are made available only to Democrats and progressive organizations. 

Fig. 1: Catalist advertises that they are 

building an asset to strengthen the 

progressive community and they only 

provide data to Democrats and 

Progressives.4 
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From the Catalist website: “Our data and models are continually improved with data 

returned to Catalist by our partners and clients. This virtuous circle ensures the national 

file is more accurate and more powerful for our clients.” 

Catalist works with “partners in the progressive ecosystem to identify and evaluate new 

sources of data…” In building Catalist as the best, most perfect “enhanced national 

voting-age person database” that money could buy, one limitation became apparent.  

While all states make lists of registered voters publicly available, an accurate list of 

unregistered persons proved to be elusive, as that enormously valuable data is not 

commercially available and cannot be bought.  

Elusive Data of Young People 

Unregistered voters are somewhat invisible to commercial data aggregators and some 

portions of the eligible but unregistered population are particularly difficult to capture. In 

fact, the most desirable of the unregistered demographics, young people, are largely 

absent from commercial data files and are much more likely to be invisible. This portion 

of the population tends to be more transient, and many young people have no credit 

history and have no utilities in their name — which are two primary sources of commercial 

data. However, this coveted list of potentially eligible but unregistered voters does exist 

in databases that are protected by federal privacy laws.  

Most Comprehensive Database of Young People 

The most comprehensive list of young people that exists in any database is collected by 

the National Student Clearinghouse.  This relatively unknown 501c4, nongovernmental 

organization receives highly sensitive personal data on every student enrolled in 

participating institutions.  NSC is the largest provider of education verification and 

transcript ordering services in the country. The NSC describes the rationale for the 

collection of this extraordinary volume of federally protected personal information, “the 

Clearinghouse uses this data for enrollment reporting of Title IV schools to the National 

Student Loan Data System (“NSLDS”), enrollment reporting to private lenders, verification 

of student enrollment and credentials earned, transcript services, course exchange, and 

research.”5 

The NSC website boasts that their database includes data on 97% of all college students 

and 70% of all high school students.  The educational institutions transfer 109 unique fields 

of personal data for each student to NSC.  This data includes name, date of birth, social 

security number, email, phone number, and financial aid information. (See Appendix A 

for complete list of student data fields.) As an NGO, there is very little transparency or 

accountability with the National Student Clearinghouse.  

Student Clearinghouse Partnership to Measure Student Voting 

In response to a 2012 Obama administration call to action, Tuft’s University formed a 

partnership with the National Student Clearinghouse “to measure voting and registration 

rates” of students.  That national call to action was published in a report entitled A 

Crucible Moment: College Learning and Democracy’s Future.  “Higher education has a 
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distinctive role to play in the renewal of U.S. democracy…this report argues that colleges 

and universities are among the nation’s most valuable laboratories for civic learning and 

democratic engagement…with this report we call on the higher education 

community…to embrace civic learning and democratic engagement as an undisputed 

educational priority.”  Democratic engagement is often used interchangeably with the 

term Get Out the Vote.   

This partnership between Tufts and NSC provides a mechanism to measure the 

effectiveness of initiatives to increase student turnout.  Voter registration and student 

voting are measured by Tufts’ Institute for Democracy and Higher Education’s (IDHE) 

National Study of Learning, Voting and Engagement (NSLVE). “NSLVE is the first and only 

study to objectively examine student and institution-level data on student voting.” 

Federal Privacy Law Protects Student Data  

The Family Educational Rights and Privacy Act (FERPA) is the federal law that protects the 

privacy of student data and education records including those records collected by the 

National Student Clearinghouse. FERPA was enacted to safeguard the privacy of 

students' records and promote transparency and accountability in educational 

institutions, ensuring that students and their families have control over their personal 

information.  This federal privacy law regulates the collection, storage, and disclosure of 

educational records, requiring schools to obtain written consent from parents or eligible 

students before disclosing personally identifiable information. 

FERPA differentiates student data as Directory or Non-Directory. Non-directory data 

includes social security numbers, student identification numbers, parent name and 

address, race, gender, GPA, and financial aid information.  Non-directory student data 

cannot be released without prior written consent from the student.  Directory information, 

which also contains sensitive private data such as name, DOB, and phone number can 

be released under certain circumstances.6  

Progressive organizations and left of center non-profits have been encouraging university 

officials to sign an agreement allowing the National Student Clearinghouse to 

circumvent FERPA protections and share the non-directory and directory data with “third 

party vendors.”7  

Democrat Funded Organizations Encourage FERPA Workaround 

One such organization, Civic Nation, is led by former members of the Obama 

administration.  One of their “initiatives that create a more inclusive and equitable 

America” is the All In Campus Democracy Challenge.  In 2022, they recruited over 1000 

colleges and universities from all 50 states, which included nearly 10 million students.  The 

Challenge is a contest-style get-out-the-vote campaign which includes awards for 

effective action plans and achievement of particular voter participation rates.8   
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As part of the All In Action Plans, university administrators are lobbied to measure the level 

of student voter registration and voter participation through the NSLVE.  Civic Nation 

describes NSLVE as “a service to colleges and universities interested in learning about 

their students’ voting habits.” Civic Nation Action Plans must include campus 

participation in the NSLVE.  

 

 

 

 

 

 

Participation in the NSLVE requires university officials to sign an authorization form allowing 

the National Student Clearinghouse to share protected student data. The agreement 

says that IDHE “will use this dataset to study student registration and voting rates, along 

with comparisons with appropriate reference groups. Any such data elements provided 

by the Institution to the Clearinghouse that are non-directory shall be provided pursuant 

to the Studies Exception to the Family Educational Rights and Privacy Act (“FERPA”), 34 

C.F.R. §99.31(a) (6)”   

Exception Cited Does Not Include Voter Registration or GOTV 

The FERPA exception cited includes the following description: 

§99.31(a) An educational agency or institution may disclose personally 

identifiable information from an education record of a student without the 

consent required by §99.30 if the disclosure meets one or more of the following 

conditions: 

(6)(i) The disclosure is to organizations conducting studies for, or on behalf of, 

educational agencies or institutions to: 

(A) Develop, validate, or administer predictive tests; 

(B) Administer student aid programs; or 

(C) Improve instruction.10 

Measuring the success of voter registration or GOTV activities does not logically fit into 

any of the study categories from §99.31(a)(6) of FERPA.  Voter registration is not a 

Figure 2 Civic Nation seeks to “shift culture, systems and policy.” Their All In Campus Challenge requires 
participation in NSLVE to measure student turnout. 8, 9  
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requirement for student aid, it does not improve academic instruction and it does not 

assist with predictive tests.   

Tufts’ description of the study clearly shows that it is measuring voter registration and 

voting rates only.  They do not collect any data regarding instruction and the reports 

produced do not include any measure or analysis of instruction.   Study results include 

only student voting rate information which appears to fall short of the exception’s 

requirements.   

 
Figure 3 Introduction to the NSVLE Report for each university.  The report contains student voting rate 
statistics, but no information related to instruction. 

 

Tufts Describes the Transfer of the FERPA Protected Student Data 

The NSLVE service provided to colleges and universities is a measurement of voting and 

registration rates.  Tufts reportedly uses “the Institution’s de-identified enrollment data for 

publishing aggregate reports regarding student civic learning and engagement in 

democracy which do not identify Institution.” 

The “third party” vendor described in the NSLVE agreement has been Catalist. Tufts IDHE 

has more recently also partnered with L2 Political for voter data matching to enable a 

more robust geographical matching process.  The reports produced for the university are 

deidentified and Tufts reports that the FERPA protected data from the National Student 

Clearinghouse is only used by the third party.  IDHE explained the rationale for a data 

vendor in the Creating and Maintaining the National Study of Learning, Voting, and 

Engagement Database Report:11 

“Catalist updates their registration records several times a year from each 

jurisdiction, which improves the accuracy of the data. Catalist contracts with 

and collects information from credit card companies, consumer surveys, and 

government sources to improve its matching capability. Catalist also de-

duplicates records by linking records of the same person listed in a state’s voter 

file more than once and runs all records through the Post Office’s National 

Change of Address Registry to identify movers. This information is helpful for 

understanding, for instance, whether college students register to vote after they 

have moved to a college campus or whether they remain registered at their 

home address.”11 

Clearinghouse Data Uploaded to Catalist Database 

In order to evaluate the registration status and voter history of 10 million students from 

participating universities, the National Student Clearinghouse uploaded their records to 
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Catalist.  Catalist, the Democrat’s exclusive voter data aggregator, ingested the millions 

of student records to match them with their comprehensive database of state voter files. 

Once the two sets of records were merged, Catalist reported on the matched data, 

including a “confidence score indicating the level of confidence that student in 

Clearinghouse database was correctly matched to voting records in Catalist database” 

and “records uploaded by the client that did not match the existing Catalist database.”11 

The “did not match” records are some of the most valuable of all EBUs because they 

were previously invisible to political data aggregators.   

The sharing of directory and non-directory data shared with the third party vendor has 

no legally authorized purpose and appears to violate FERPA.  Despite the assurance that 

the third party vendor will delete data that it did not already have, there is no FERPA 

exemption for temporarily receiving and manipulating the data. There is also no 

mechanism to verify deletion of the NSC data from the vendor’s database.    

 
Figure 4 Slide from IDHE NSLVE Presentation12 

Tufts Relationships with Voter Data Aggregators 

In the Fall 2020 Methodology Update, Tufts announced that they were utilizing L2 Political 

as their voter data aggregator.13   L2 does not have the same restrictions related to 

customer ideology and it sells data to both Republican and Democrat campaigns and 

organizations engaged in political campaign activities.  However, Tufts maintains its 

relationship with Catalist for analysis and reports produced by their Center for Information 

and Research on Civic Learning and Engagement (CIRCLE).  The data sources listed 

include the “voter data file aggregated by Catalist.”14 

 

Database of Over 50 Million College Students 

Tufts boasts that their database includes information on over 50 million college students 

and former college students.  Each year of the NSLVE, Tufts adds approximately 10 million 

individual students to their database.  Tufts reports that the student files are de-identified 

by removing names, identification numbers and month and day of birth.  However, this is 

superficial de-identification, the collection of attributes retained in the data can be used 

to identify individuals just as the cookies on your browser can be used to identify you. 
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Deidentified Data Risks 

In the 2020 NSLVE methodology update, Tufts makes claims about “prioritizing student 

confidentiality.” First, it asserts that sensitive student data is not “retained by the matching 

algorithm service.” In this case, L2 Political voter data reportedly deletes the student files 

that were uploaded by NSC. Second, Tufts reports that the “matched files are de-

identified by Clearinghouse” before transmitted for NSLVE reporting.    

An Office of the Director of National Intelligence report, declassified in June 2023, reveals 

how de-identified data can easily be re-identified with minimal attributes.15 For example, 

a University of Virginia student, female, freshman, Hispanic, Economics major, born in 2006 

are just some of the de-identified data fields Tufts retains from NSC data.  Using just those 

limited attributes, it would be possible to identify the student by name.   As the DNI warns, 

there is significant risk associated with the disclosure of “de-identified” data because it is 

unlikely to fool a well-trained statistical model. 

Lack of Disclosure to University Officials 

The identity of the third party vendor was not and is not disclosed to university officials in 

the NSLVE FERPA authorization document.  Perhaps if Tufts had provided complete 

transparency to officials regarding the disclosure to the Democrat’s exclusive campaign 

data aggregator, the officials would have been reluctant to turn over the sensitive data 

of their students.  A letter from the US House Judiciary Committee rebuked the use of an 

“explicitly partisan Democratic data company, Catalist”15 by a government agency that 

is supposed to be impartial.  The letter also pointed out that it is difficult for the public to 

“have faith in neutrality and impartiality” and using Catalist would create the “stench of 

partisan electoral politics.”16  

University officials have a right to transparency to make an informed decision regarding 

authorization to bypass federal privacy laws to enrich a political data company.  The 

value of the student data to campaigns is immeasurable.  Fair-minded, non-partisan 

officials should be afforded full disclosure prior to sharing the social security numbers, DoB, 

name, address, phone, email, parent information or financial aid data with third party 

organizations that use data for partisan political advantage.17,18 

Conclusion 

The data that students and parents share with universities is deeply personal and highly 

sensitive and is incredibly valuable to political actors. It is imperative that students, 

parents, and university officials take a closer look at state and federal privacy laws as 

there are legal and ethical questions that should be addressed.  Some have suggested 

that NSC could technically be designated a consumer reporting agency subject to the 

Fair Credit Reporting Act.19 Students should have the right to consent or withhold consent 

before their private information is shared with a politically active third party corporation 

that uses data to help campaigns make “detailed person-by-person” determinations 

about which young people should be targeted for registration and GOTV.20   
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telephoning, and knocking on the door of everyone in a high-performing Democratic 
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